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Jon Gerhardson 
Re: Public Record Request Nos. 2024-1151, 2024-1223, 2024-1342 


Original Request (Public Record Request No. 2024-1151) 


- Warrants, subpoenas, or other requests for logs of internet traffic, its metadata, or other information generated 
through the use of Braintree Electric Light as an internet service provider from any person, agency, or other source 
made between May 1 2023 and May 1 2024. (Please exclude any self-requesters, i.e. a customer requesting a copy 
of their own internet traffic.) 

- All communications between Braintree and the requestors of this information. 

- Note that I myself am not requesting any customer logs, nor do I believe such logs would be considered public 
records, except perhaps in the case of legally served warrants (I'm not sure about that one). In any case, I'd prefer 
at this time to not be provided with any actual logs of customers. 


Revision One (New Public Record Request No. 1223 ) 


- Warrants, subpoenas, or other requests for logs of internet traffic, its metadata, or other information generated 
through the use of Braintree Electric Light as an internet service provider from any person, agency, or other source 
made between its inception and March 2022. 

- All communications between Braintree and the requestors of this information in the past 20 years or as allowed 
by state records retention schedule. 

- Note that I myself am not requesting any customer logs, except to the extant that the documents I request would 
necessarily include such logs. 


Revision Two (Email dated June 3, 2024) (New Public Request 2024-1342 


Same as above but limited to requests and communications relevant to Section 505 of the Patriot Act; 18 USC 
2703; 18 USC 2705; and/or any administrative subpoena accompanied by a preclusion-to-disclose order 
otherwise known as a gag order. 


eu 
aoe 


Your hometown electric utility 
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Revisions Three (Email dated June 17, 2024) 


"18 USC 270" should be "18 USC 2703". 

Additionally, can you clarify if this search includes attachments? It says you queried the subject and body of the 
emails, but for example, none of the search terms listed in the attachment you sent appear in the subject or body of 
your email. Therefore, it would not probably not appear as a responsive document if searched by the same 
methods, despite the fact that the record that is this exchange between the two of us is itself responsive to my initial 
request, albeit recursively in this particular example. 

I have no comment at this time regarding the estimated fees, but I wonder if you could try a few variations on your 
searches. To the extant that the spirit of the Public Records Law is more liberal than the constraints of "grep,' 

I believe this should not create a new request. The following may queries may yield more relevant docs. 

"U.S.C. 2703" 

"U.S.C. 2705" 

"C. 2705” 

"C. 2703” 

"e 2703” 

"c 2705” 

"preclusion-to-disclose” 

"Preclusion-to-disclose" 

"Preclusion to disclose" 

"preclusion to disclose" 

"not to disclose" 

"NOT TO DISCLOSE" 

"MAY NOT DISCLOSE” 

"may not disclose” 

"* disclose" 

"disclosure *" 

"Disclosure *" 

"the existence of this request" 

"the existence of *" 


Dear Mr. Gerhardson: 
We are sending you the following information in response to your request above. 


Our review of records using the requested search criteria has yielded voluminous records that contained the 
requested search criteria but that, upon review, were not actually responsive to your request. The search also 
yielded responsive records, however, as indicated below, they are exempt from disclosure under the Massachusetts 
General Laws, pursuant to G.L. c. 4, § 7, cl. (26). There are three categories of exceptions to the Public Records 
Laws, G.L. c. 66, § 10 that are implicated by your requests as follows, and will be referred to by their 
corresponding letters below: 
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e Those records that are “(a) specifically or by necessary implication exempted from disclosure by statute”; 

e “(c) personnel and medical files or information and any other materials or data relating to a specifically 
named individual, the disclosure of which may constitute an unwarranted invasion of personal privacy; 
provided, however, that this subclause shall not apply to records related to a law enforcement misconduct 
investigation.” 

e (f) investigatory materials necessarily compiled out of the public view by law enforcement or other 
investigatory officials the disclosure of which materials would probably so prejudice the possibility of 
effective law enforcement that such disclosure would not be in the public interest.” 


The following is a description of what is being withheld, and pursuant to which exemption. 


A subpoena from the United States Department of Justice (“DOJ”) May 12, 2022. The subpoena 
specifically requests that its existence not be disclosed pursuant to federal statute, 18 U.S.C § 2705, 
therefore covered by exemption (a). Further, disclosure of the subpoena may constitute an invasion 
of personal privacy in that could reveal data and the identity of someone under criminal 
investigation who may not be guilty of anything. In particular, this subpoena is for information such 
as the name and address of the holder of an IP address. The fact that the IP address is being 
investigated does not mean the holder is under investigation, or is even responsible for the use of 
the IP address for illegal purposes, but could lead to undue embarrassment and unnecessary 
reputational damage if the personal identifying information is shared, and is covered by exception 
(c). Finally, relating back to exemption (a), this subpoena is sought pursuant to an ongoing 
investigation by DOJ, the disclosure of which DOJ states in the subpoena could interfere with the 
investigation and therefore is covered by exemption (f). 


A series of nearly identical administrative subpoenas from the Massachusetts Attorney General’s 
Office (“AGO”), issued on September 19, 2016, January 13 and November 21, 2017, February 28 
and April 12, 2018, July 15, 2019 and April 10, 2020. The subpoenas seek identifying information 
including subscriber name, residents of the subscriber’s address, traffic logs, and billing and account 
information associated with specific IP addresses for purposes of official criminal investigations in 
conjunction with the Massachusetts State Police. All of these are marked by the AGO with the 
following language: “Disclosure of the existence of this subpoena to the subscriber, or any person, 
may hinder the investigation and cause the target and/or witnesses to conceal evidence. Therefore, 
request is specifically made, under authority of 18 U.S.C. § 2705, to not disclose the existence of 
this demand.” Accordingly, for the reasons set forth above, these subpoenas are exempt from 
disclosure pursuant to exemptions (a), (c) and (f). 
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e A grand jury subpoena from Bristol County District Attorney’s Office dated March 25, 2010. The 
subpoena admonishes BELD that it may not disclose this to anyone other than the subpoena’s 
recipient. The subpoena is therefore withheld under exemption (a). 


e Asubpoena from Department of Homeland Security, Homeland Security Investigations bureau 
(“HST”) issued on February 24, 2022. We have been in direct contact with counsel at HSI regarding 
this specific subpoena. They have reviewed your request and the subpoena and unequivocally 
oppose disclosure by BELD of this subpoena, its contents in any form, and that we are not 
authorized to even attempt to produce a redacted version. Any attempt to disclose could be referred 
to DOJ. The subpoena is in connection with an investigation by law enforcement, the subpoena 
should not be communicated per 18 USC § 2705 and would necessarily disclose of personal 
identifiable information that could lead to embarrassment and reputational damage, thus implicating 
exemptions (a), (c) and (f). 


Please be advised that you have the right to appeal this determination to the Commonwealth of Massachusetts, 
Supervisor of Public Records at the following address: 


Supervisor of Records 

Office of the Secretary of the Commonwealth 
McCormack Building, Room 1719 

One Ashburton Place 

Boston, MA 02108 


Sincerely, 


Kaha ich 


Kathy stelle 
Records Access Officer 
Braintree Electric Light Department 


cc: Supervisor of Public Records (via email) 


